
The Problem
The Private Banking division of a major European 
financial institution recognized the risks inherent 
in doing business when it came to the outflow of 
confidential client data. In fact, an IBM European 
Wealth and Private Banking Industry Survey rated 
confidentiality & security the second-most- 
important reason to choose a provider.

More specifically, Private Banking faced two core 
risks:
  

Risk of deliberate criminal abuse of client data 
by employees or sub-contractors. For example, 
an employee might leave and go to work for 
another bank, downloading client lists or selling 
client data to third-party asset managers. 

Risk of unintentional breach of client data 
safety. For example, emails containing client 
data might cross borders, client documents 
might be disposed of improperly or unencrypted 
client data on USB memory sticks might be lost 
or stolen.

Therefore, the project goal was to 1) identify and 
assess the current client-confidentiality risks, and 
2) take actions to mitigate risks and reach a higher 
level of client confidentiality.

The Solution
As a first step, the six sigma Black Belt on the 
project established a solid Failure Mode and Effect 
Analysis (FMEA) framework. The FMEA allows the 
categorization of risks based on scoring every risk 
against three dimensions: Severity (S), Likelihood 
(L) and Detection (D). 

For each possible risk (how client confidentiality 
could be breached), a score from 1 to 10 is 
given on each dimension. Then the overall Risk 
Prioritization Number (RPN) is calculated by 
multiplying as follows: S x L x D. 
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Problem Solved.

Problem
Risks related to keeping client data confidential

Solution
Conducted Failure Mode and Effects Analysis

Identifies client confidentiality risk clusters

Identified 11 specific projects to reduce risk

Result
Created a Client Confidentiality Competence 
Center

Two Green Belt Projects in the Define phase of 
six sigma
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Problem Solved.

The team also assigned additional pertinent attributes to each risk, turning a potentially academic tool 
into a useful, practical and actionable one. These attributes included: client type, department where the 
risk should be addressed, current controls and risk enablers.

Through a comprehensive set of workshops (process window), and past incident data analysis (data window), 
the project team identified and scored 192 Client Confidentiality Risks, which were then allocated into 
nine risk clusters, as shown by the table below. Clustering risks in this way enabled the team to maximize 
its ability to take corrective actions.

The Results
The project results led to the development of a new team called the Client Confidentiality Competence 
Center (CCCC). Relying on the FMEA analysis and resulting identification of risk clusters, the CCCC has 
defined 11 specific business actions, or projects, designed to mitigate client-confidentiality risks. 

Two Green Belt projects are currently in the Define phase of six sigma, tackling the minimization of specific 
identified client-confidentiality risks such as the one arising from departments that handle a high volume 
of client data. Another project is focused on outsourced processes that involve or use client data. 

Together we expect these projects to decrease client-confidentiality risk considerably, and we are 
developing the proper metrics against which to validate this.


